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Scenario-based Data Set Generation for Use in Digital
Forensics: A Case Study

Thomas Gobel ®!, Harald Baier ®!, and Dennis Wolf ©?2

Abstract: Digital forensics is a rapidly growing and highly relevant field of cybersecurity. In case
of an incident, the subsequent digital forensic investigation and analysis shall reveal the respective
digital evidence. However, although electronic devices and their data play a central role in each
crime investigation, data sets to train experts or to validate tools are sparse. While manual data
set generation is a time-consuming, elaborate, and error-prone task, tool-based data synthesis is an
excellent candidate for simplifying data generation and solving the data set gap problem. Synthetic
data sets can be used, for example, to test and refine forensic tools and methods under controlled
conditions. In addition, entirely new approaches can be explored. Several promising data synthesis
frameworks for digital forensic data set creation have been published lately, the most recent of which
is ForTrace, a freely available, community-driven data synthesis framework written in Python for
generating digital forensic data sets. This paper shows how to apply ForTrace in a large-scale manner
without human interaction. Our main goal is to show the usability of ForTrace and demonstrate its
practicality and benefits for the digital forensic domain. We therefore provide a sample usage of
ForTrace in two scenarios, namely a VeraCrypt and a malware use case, and present the definition of
the corresponding configurations.

Keywords: Digital forensic data set, Digital corpora, Synthetic data, Ground truth data, Labeled data
set, Data set generation, Data set creation, Data synthesis framework, ForTrace

1 Introduction

In the digital forensics domain, the number and heterogeneity of devices per examination
case is steadily increasing. The demand for up-to-date data sets is high in order to train digital
forensics practitioners and make faster progress in the development and validation of forensic
tools [GBB17; Go22]. However, the manual creation of data sets is a complex, tedious,
error-prone, and time-consuming task [Ga07; Ga09; Gal2; GBB23], which increases the
need for solutions such as the automated creation of data sets [Bi24; Ce21; Du21; G620;
G0622; MPZ22; SDL17].

ForTrace [G622] is a recent data synthesis framework that can automatically generate
forensic images with well-known forensic evidence. It is a community-driven Python 3
application capable of generating high-quality holistic data sets, i.e., the generated data set
comprises associated dumps of a persistent storage device (e.g., a hard disc), the volatile
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memory (i.e., RAM), and a network capture. On the one hand, it is possible to access and
control ForTrace via its Python interface in a programmatic manner. On the other hand, for
the sake of usability, ForTrace may also be operated scenario-based in a non-programmatic
way through YAML configuration files. This eases access to the framework for non-Python
affine users since a human-readable text file defines the scenario and is then supplied to
ForTrace to generate the respective data set.

In this paper, we focus on demonstrating the usability of ForTrace through a case study
consisting of two distinct use cases or scenarios: (1) an encryption scenario based on the
widespread VeraCrypt software and (2) a prominent ransomware scenario. We show how
the actual user interactions of a scenario are configured and how the actual data set creation
is put into practice with ForTrace, highlighting its practicality and benefits. For specific
details on the implementation of ForTrace, we refer to the original works [GBT24; G622;
LGB22; WGB24]. Besides the actual data set creation functionality, ForTrace provides an
XML report that contains the ground truth of the executed scenario. This report provides
key information for evaluating the generated data set. While a ForTrace scenario is running,
next to changes in the file system, many typical Windows artefacts are created, such as in
the Windows EventLog, Registry, Jump Lists, Thumbcaches, etc. [SS16]. To store the actual
ground truth data of each synthesis run, these artefacts are included in the aforementioned
XML report. In the following forensic evaluation, we will demonstrate the key findings in a
comprehensible way.

The rest of the paper is organised as follows: we present related work in Section 2 and briefly
introduce the ForTrace architecture in Section 3. After the description of our two sample
scenarios in Section 4, we provide insights into the actual ForTrace generation process in
Section 5. We then evaluate the generated traces in Section 6 and conclude our paper in
Section 7.

2 Related Work

Besides the ForTrace framework [G522], several other data synthesis approaches have been
published in the past. The best known of these are discussed in the following.

EviPlant [SDL17] uses a base image as a starting point. The challenges or traces can then
be downloaded in the form of evidence packages. This has the advantage that large files do
not have to be sent multiple times, which is particularly interesting for teaching purposes.
The evidence package only needs to be injected into the base image and the investigation can
be started. Unfortunately, the original GitHub repository has gone offline in the meantime.

hystck [G620] is a Python-based framework that can create network and hard disc traces.
The creation can be automated using Python scripts or YAML configuration files. Automated
synthesis makes it possible to create a wide variety of traces within a VM with little effort,
which can be distributed efficiently by defining the contents as changes from a template
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image. However, the project only supports Windows-based systems and is no longer being
developed further, as it is now being continued as ForTrace.

TraceGen [Du21] is another Python-based framework to automatically generate forensic
images. It is based on an emulator that translates high-level actions and simulates user
behaviour by performing (sub)-operations inside a VM, e.g., using an Internet browser or
modifying files on a hard disc. All changes are stored on a disc image and simultaneously
logged in a separate file that serves as the ground truth. The framework currently only
supports the emulation of Windows-based systems and its source code has unfortunately
not been published.

In addition, the community provides further data set generators, e.g., for the synthesis of
mobile device images or network traffic: FADE [Ce21] is a proof of concept (PoC) to inject
static traces in an Android-based emulator by using the Android Debug Bridge (ADB). The
authors directly modify files and database entries in an Android VM to mimic user-created
content. AutoPoD-Mobile [MPZ22] is another, superior injection tool in the context of
mobile devices, i.e., it is not able to generate images from a normal desktop system. It is
a PoC framework for generating Android datasets using ADB, APIs from selected apps,
and a Google account. Unfortunately, as mentioned in the paper, the tool only works on a
few physical and meanwhile outdated Android devices (e.g., Samsung A50, Huawei Mate
20 Lite). ForTT-Gen [Bi24] is a tool that can generate and replicate network traffic using a
hybrid model that combines the replication of real data and the generation of synthetic data
through statistical techniques.

To our knowledge, the latest and most powerful framework capable of generating images
from Desktop PCs is ForTrace [G622], which builds upon the hystck framework [G520].
The framework supports automated image generation by simulating human-computer
interactions. According to the authors, this approach is intended to create more realistic
scenarios, as it not only inserts traces into existing images (as FADE and AutoPoD-Mobile do),
but fully interacts with a running operating system in real-time. Along with the generated
associated disc image, the memory dump and the network capture, ForTrace also provides
a log of the synthesised traces, which serves as ground truth.

3 Fundamentals of the ForTrace Data Synthesis Framework

In this section, we briefly introduce the digital forensic data set generation framework
ForTrace. It is the successor of the hystck [G620] data synthesis framework, which is only
available in Python 2 and no longer maintained.

ForTrace follows a client-server architecture depicted in Fig. 1 [G622]. The Framework
Master is located on the host machine and communicates with the client-side Guest
Component via an unmonitored private network. Inside the Guest Component resides the
Interaction Manager that exchanges information about the current state of the scenario
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Fig. 1: Client-server architecture of the ForTrace data synthesis framework [G622]

execution with the Framework Master. It interacts with the client-side Application Modules —
used to control individual applications via their exposed APIs — and Guest Functionalities,
which group general functionalities like the control of the power-state together. Each guest
virtual machine (VM) has access to a second network interface (Public Network) to connect
to the local network or the Internet. This interface is monitored by tcpdump to create the
pcap file of a scenario.

A key feature of ForTrace is its ability to create random user interactions, for example, to
simulate browsing behaviour during the data synthesis process, providing realistic wear-
and-depth in the resulting data sets. We refer to [GBT24; G622; LGB22; WGB24] for more
details about ForTrace.

4 Example Scenarios for Data Synthesis with ForTrace

This section introduces the two scenarios used in this paper to show the usability and utility
of ForTrace. Our scenarios are available within a prepared master VM, which we make
available to the community via the following link: https://cloud.digfor.code.unibw-
muenchen.de/s/IWDF24. The master VM features the latest version of ForTrace and two
nested VMs that provide the corresponding Windows templates to drive both scenarios.
Both VMs contain a fully functional guest installation of ForTrace. Tab. 1 shows the
specifications of the downloadable VM. We stress the resource availability on your system
and the nested virtualisation to execute a scenario without performance issues.
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Host VM Windows Guest VM1  Windows Guest VM2  Service VM
OS Ubuntu 22.04 Windows 10 22H2 Windows 10 22H2 Debian 12
Storage 160 GiB 40 GiB 40 GiB 20 GiB
RAM 24 GiB 8 GiB 8 GiB 4 GiB
CPU 10 vCPU cores 2 vCPU cores 2 vCPU cores 2 vCPU cores

Hypervisor QEMU 7.2 - - _

Tab. 1: ForTrace setup specifications, including a master VM with two nested VMs and a service VM

4.1 Scenario 1 — The Supposedly Secure VeraCrypt Container

In the first scenario, the Windows Guest VM is used. A user first downloads a sensitive
file from the Internet and then moves it into a previously created VeraCrypt container. To
enhance the scenario, background noise is generated by the random user interaction feature
of ForTrace as described in Section 3. The subsequent scenario step involves the Windows
Notepad application, where the user types in the password for the VeraCrypt container,
prints it out on paper, and then discards the file. From a security perspective, this leaves the
possibility that the discarded password file could be recovered from the user’s file system
before it is overwritten, compromising the security of the VeraCrypt container. In the final
flow of scenario 1, the simulated user makes use of the tool sdelete’ to securely wipe the
file containing the password for the VeraCrypt container after it was printed. Since ForTrace
can acquire RAM dumps at any time in a scenario, this opens up the possibility of analysing
the volatile memory dump to extract the password from the running Notepad instance.

4.2 Scenario 2 — The Supposedly Friendly E-Mail From a Colleague

The second scenario involves a Windows VM and a so-called service VM. It involves
malware that is received via e-mail on the Windows VM. In addition, the framework’s
service VM is used to provide a company SMB, web, and an FTP server. For the e-mail
server, both external e-mail accounts or the framework’s service VM can be used. The
attacker, Mallory, uses the webserver to upload his malware and shares the link by sending a
phishing e-mail to his victim, Alice. Since both know each other (at least from the victim’s
perspective), Alice downloads the supposedly benign file via her webbrowser. Unknowingly,
she then executes a ransomware that encrypts her computer and demands a ransom to recover
her data. This scenario demonstrates the ability of ForTrace to simulate more complex
scenarios with multiple participants, which other data synthesis frameworks in the digital
forensics domain do not cover to this extent. The user of the ForTrace framework is able to
configure several important aspects of this scenario through the YAML configuration files.
For example, the user can customise the phishing e-mail, the webserver from which the file
is downloaded, or the behaviour of the ransomware itself once it is executed on the victim’s
computer (e.g., whether and how data is exfiltrated before it is encrypted).

3 https://learn.microsoft.com/en-us/sysinternals/downloads/sdelete (last accessed on 2024-06-16)
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5 The ForTrace Data Synthesis Process

This section shows how to produce a YAML configuration file and the subsequent data set
based on the defined scenarios. More precisely, for both of the two scenarios from Section 4
we provide the respective YAML configuration file and then run through the ForTrace
generation process. We also show how to generate the corresponding report, which serves
as ground truth.

Start generator —> Start guest —> Read config ——> Load collections ——> Setup applications

!

pcap <+— Stop guest <1—i Execute actions F)— Randomize <+—— Generate actions

Fig. 2: Flowchart of the ForTrace Generator component

Fig. 2 shows the steps performed by the ForTrace Generator after initiating a scenario
with a YAML configuration file. First, the Generator starts the guest VM and reads the
configuration file. Then the Generator loads all default collections (which are shipped
with ForTrace) providing URLSs, files, and other information. All applications used in the
scenario are opened to be ready to receive input. The set of actions is generated and then
randomised using the seed supplied from the configuration. The seed allows for quick
changes in the position of actions in a scenario without introducing manual changes to
the code or the configuration. The Generator executes all actions, and after the last one
concludes, the guest VM is shut down, and the pcap file is saved. An additional memory
dump can be requested anytime during the scenario’s execution. Once the synthesis process
is complete, the image with all generated artefacts is stored on the host machine.

List. 1 shows a sample YAML configuration file of the first scenario with the addition of
downloading a specific file from the Internet and performing random browsing operations.
The first three entries name, description, and author serve as meta-information and are
therefore ignored by the ForTrace Generator. The purpose of the seed field is to introduce
randomisation which was discussed before. The collections section aims at defining any
type of collection that should be used in the scenario, e.g., a single text file containing
links to websites that should be visited (as in our case through the friendly_urls.txt
file), or a directory with files that should be used throughout the scenario. The kind of
data in a collection is dependent on its type. The entries within the applications section
provide any settings for applications executed during the scenario. In the context of our
sample configuration file, some basic VeraCrypt parameters for the container’s creation
and subsequent mounting operation are defined. Additional applications and services can
also be configured here to create a larger scenario and thus more artefacts in the resulting
image. Finally, the needles section contains further scenario-relevant data, in our case the
’sensitive’ file that is downloaded from the given URL and then hidden in the VeraCrypt
container.
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name: ForTrace VeraCrypt Sample Scenario
description: An example of creation and utilisation of a VeraCrypt container
author: Mr. X
seed: 1234
collections:
c-http-0:
type: http
urls: ../../generator/friendly_urls.txt
applications:
veracrypt:
cont_path: 'C:\Users\fortrace\Desktop\container.vc' # location of the container to be
— created
cont_size: 100 # size of the container in MiB
cont_pass: "password" # password of the container
mount_point: "Z" # mount point of the container
needles:
n-http-0:
application: http
url: 'https://forensik.hs-mittweida.de/assets/images/brand/Fosil.jpg' #enter payload to be
— downloaded here
amount: 1

Listing 1: Sample YAML configuration file for the first scenario

The YAML configuration file in List. 2 illustrates the configuration of the ransomware in
scenario 2 in order to download the ransomware from the given IP address and port it to the
local Downloads folder and store it as scanme.exe. For example, the AES encryption/de-
cryption key is configured to be sent to the external party ("send_key_to_service_vm: True’).
The option exfiltrate_files: defines whether the data is exfiltrated before it is encrypted. The
option remove: defines whether the downloaded ransomware file is deleted or not. The
option wipe_file: can be used to select whether the files should be securely deleted via
sdelete.exe or via the normal deletion of the OS. In addition, in List. 2 one can see two
options for how ForTrace can generate e-mails. Option one is to define an XML file (here:
email_hay.xml), which is primarily used to fill the mbox files of Thunderbird (e.g., INBOX
or Sent MBOX files). With option two, the e-mails are explicitly specified in the YAML file,
which is primarily used to define malicious e-mails in the needles section.

Of course, further options can be defined in a scenario’s YAML file, but using this sample,
it should become apparent how the human-readable configuration file of ForTrace operates.
Each application in ForTrace has its own selectable options which are documented in the
ForTrace code API. Depending on the options selected, this function makes it possible to
deploy more complex environments and drive more realistic simulations — especially since
it does not require writing Python code.

The YAML configuration file snippet in List. 3 illustrates the configuration and use of
additional required services provided by the ForTrace service VM, such as the e-mail and
SMB services used in scenario 2 to access the e-mail and SMB services. The setup of the
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name: ForTrace Ransomware Sample Scenario
description: An example of sending, downloading and executing a ransomware, including data
— exfiltration
author: Mr. X
seed: 42
collections:
c-ransomware-0:
type: ransomware
commands: ransomware-collection.txt
email: email_hay.xml # fill up MBOX file with arbitrary e-mails
applications:
ransomware-0: # Individual configuration of the ransomware behaviour
type: ransomware
service-vm: 192.168.103.8 # webserver IP to download ransomware
service-port: 8080 # webserver port to dowload ransomware
path: C:\Users\fortrace\Downloads # folder where ransomware is stored
downloaded_file_name: scanme.exe # name of the ransomware
send_key_to_service_vm: True
#http://evil-website.com/upload # send_key_to_specific_url

send_key_to_ftp_server: True # decryption key is send to FTP server
entry_point: C:\Users\fortrace\Documents # folder that is recursively encrypted
wipe_file: False # whether data is securely deleted
force_powershell_log: True
exfiltrate_files: True # exfiltrate data before encryption
remove: False # whether ransomware is deleted afterwards
#key: test # Select your own encryption key

hay:

h-mail-0: # Benign e-mail
application: mail-@
sender: bob_fortrace@web.de
recipient: alice_fortrace@web.de
subject: Welcome to our company
message: Dear Alice,\n\nwe welcome you to our company. We wish you a good start to your
< first week.\n\nBest regards, ForTrace.
amount: 1
needles:
n-mail-0: # Specific malicious phishing e-mail
application: mail-@
sender: mallory_fortrace@web.de
recipient: alice_fortrace@web.de
subject: Instructions for new employees
content: Dear Sir or Madam,\n\nplease download and run our in-house security scanner. You
< can find it at http:\\192.168.103.8\scanme.exe.\n\nBest regards\n\nMallory
amount: 1
n-ransomware-0:
application: ransomware-0
collection: c-ransomware-

Listing 2: Sample YAML configuration file for the second scenario

FTP server that is used to exfiltrate data prior to the encryption is part of the ransomware
application shown in List. 2.
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applications:

mail-0:
type: mail
imap_hostname: imap.web.de
smtp_hostname: smtp.web.de
email: alice_fortrace@web.de
password: Vo@iLmx48Qv8m%y
username: fortrace
full_name: Alice Fortrace
socket_type: 3
socket_type_smtp: 2
auth_method_smtp: 3

smb-0:
type: smb
username: service
password: fortrace
destination: \\192.168.103.8\sambashare

Listing 3: YAML configuration file to provide the required services on the service VM for the second
scenario

6 Evaluation of the Data Synthesis Process and the Generated Images

After the actual data synthesis process, the most crucial part is evaluating the data sets using
common digital forensics software such as Autopsy and Volatility. We compare the actual
traces within the data set with the corresponding ground truth from the ForTrace report.
Sample questions of doubt, which may be easily answered using the ForTrace report, are:
When did what happen? Who triggered action X? Which files were modified?

6.1 Files from Scenario 1

Scenario 1, involving the VeraCrypt container, was configured to yield a RAM dump and
a disc image since the network dump would not contain any interesting information. The
RAM dump was created when the PowerShell session was still open. This enables to recover
the used VeraCrypt key from the RAM dump®.

6.2 Files from Scenario 2

To prepare the disc image for the forensic analysis with Autopsy, we first need to merge the
differential gcow2 image (file format that is used per default by KVM) of the clone of our
initial Windows template VM image. Furthermore, we convert the image to a raw image file

4 Please note: The comprehensive evaluation for scenario 1 is skipped here due to the page limit. However, the
provided ForTrace VM contains the corresponding scenario configuration files and the generated images.
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(gemu-img convert -f gcow2 -0 raw guest-xxx-0.qcow2 guest-xxx.raw) to import it

into a new Autopsy case.

Network Traffic: In Wireshark, we do not only see the DNS request for the MX server of
our web.de mailbox, but also IMAPS/POP3S traffic. Since we configured the scenario using
the send_key options to send the symmetric encryption key of the ransomware (Base64
encoded) via HTTP to the service VM (running on the local IP address 192.168.103.8),
we see it in the network capture depicted in Fig. 3 as a GET request which the associated
DownloadString(Uri) function of the ransomware is using’. In addition, it can be seen that
the ransomware file is downloaded and stored as a file called scanme.exe from the same IP
address (as configured in the YAML file).

o0 e M 1715440548 pcap

AmdemERC —aaarw

[ [http and ip.addr==192.168.103.8 ]+
. Time Source Destination Protocol Length  Info
141493 236.494639  192.168.103.40 192.168.103.8 HTTP 416 GET /scanme.exe HTTP/1.1

. 141528 236.522801  192.168.103.8 192.168.103.40 HTTP 90 HTTP/1.1 200 0K
180527 293.657281  192.168.103.40 192.168.103.8 HTTP 230 GET /Decryptor.exe HTTP/1.1
180591 293.660442 192.168.103.8 192.168.103.40 HTTP 1278 HTTP/1.1 200 0K
180709 293.835125  192.168.103.40 192.168.103.8 HTTP 166 GET / 1XQHI WEA E= HTTP/1.1
180711 293.835616  192.168.103.8 192.168.103.40 HTTP 904 HTTP/1.1 200 OK (text/html)

Fig. 3: Traces of the ransomware download in the network traffic capture

Since the exfiltrate_files option was specified in the YAML configuration, the files in the
Documents folder get exfiltrated before encryption. The data exfiltration (including the
encryption/decryption key enc.key) can be seen in the pcap file, since the remote peer uses
FTP without encryption, as shown in Fig. 4.

ece M 1715440548, pcap
Admde m[ R B = aqaqQaf
N ftp
No. i Source Destination Protocol | Length Info
180724 203.897290  192.168.103.8 192.168.103.40 FTP 74 Response: 220 (vsFTPd 3.0.3)
180725 293.900909  192.168.103.40 192.168.103.8 FTP 69 Request: USER ftp_user
180727 293.901297  192.168.103.8 192.168.103.40 FTP 88 Response: 331 Please specify the password.
180728 293.901542  192.168.103.40 192.168.103.8 FTP 64 Request: PASS ftp
180729 293.019582  192.168.103.8 192.168.103.40 FTP 77 Response: 230 Login successful.
180730 293.919847  192.168.103.40 192.168.103.8 FTP 68 Request: OPTS utf8 on
180731 293.920389  192.168.103.8 192.168.103.40 FTP 80 Response: 200 Always in UTF8 mode.
180732 203.920784  192.168.103.40 192.168.103.8 FTP 59 Request: PWD
180733 293.921196  192.168.103.8 192.168.103.40 FTP 88 Response: 257 "/" is the current directory
180734 293.921849  192.168.103.40 192.168.103.8 FTP 62 Request: TYPE I
180735 203.922276  192.168.103.8 192.168.103.40 FTP 85 Response: 200 Switching to Binary mode.
180736 293.922682  192.168.103.40 192.168.103.8 FTP 60 Request: PASV
180737 293.923395  192.168.103.8 192.168.103.40 FTP 105 Response: 227 Entering Passive Mode (192,168,103,8,39,227).
180741 293.930805  192.168.103,40 192.168.103.8 FTP 68 Request: STOR enc.key
18742 293.931775  192.168.103.8 192.168.103.48 FTP. 76 Response: 150 Ok to send data.
180748 293.934044  192.168.103.8 192.168.103.40 FTP 78 Response: 226 Transfer complete.
180750 293.971178  192.168.103.40 192.168.103.8 FTP 60 Request: PASV
180751 203.072642  192.168.103.8 192.168. 103.40 FTP 105 Response: 227 Entering Passive Mode (192,168,103,8,39,250).
186755 293.980870 72 Request: STOR desktop.ini
180756 293.982041  192.168.103.8 192.168.103.40 FTP 76 Response: 150 Ok to send data.
180762 293.987597  192.168.103.8 192.168.103.40 FTP 78 Response: 226 Transfer complete.
180764 293.991114  192.168.103.40 192.168.103.8 FTP 60 Request: PASV
180765 293.991711  192.168.103.8 192.168.103.40 FTP 105 Response: 227 Entering Passive Mode (192,168,103,8,42,104).
180769 293.992855  192.168.103,40 192.168.103.8 FTP 82 Request: STOR ForTrace-TestText.txt
180770 293.993566  192.168.103.8 192.168.103.48 FTP. 76 Response: 150 Ok to send data.
180776 293.995418  192.168.103.8 192.168.103.40 FTP. 78 Response: 226 Transfer complete.

Fig. 4: Traces of data exfiltration to an external FTP server

The login credentials for Mallory’s external FTP server can also be seen in the network
capture. We can log in and see the intact files that were exfiltrated before the encryption

started, as shown in Fig. 5.

5 https://learn.microsoft.com/en-us/dotnet/api/system.net.webclient.downloadstring ?view=net-8.0 (last accessed

on 2024-05-12).
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Fig. 5: Files that were exfiltrated to the external FTP server, including the ransomware key

Hard Disc Image: Using Autopsy, we now analyse the hard disc image. As relevant
artefacts, we find the ransomware sample including its Zone.Identifier embedded as Alternate
Data Stream (due to option remove: False) in the Downloads folder, as depicted in Fig. 6.
On the Desktop, we find the Decryptor.exe that is also downloaded form the external
webserver. This binary is used to decrypt/recover original files that are encrypted due to the
ransomware.
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[parent folder]
desktop.ini
FieZila_3.63.2.1 win64_sponsored2-setup.exe

2 fortrace.zip

8 fortrace.zip:Zone. Identifier
Git-2.43.0-64-bit(1).exe
Gt-2.43.064-bi

).exe:Zone. Identifier
Git-2.43.064bit.exe

scanme. exe

scanme. exe:Zone. Identifier
Thunderbird Setup 102.11.2.exe

Hex Text File Metadata Annotations

Page: 1 of 1 Page GotoPage: |1 Sump to Offset Louchn b0

Fig. 6: Downloaded ransomware binary

Due to the defined option entry_point, Autopsy indicates that all files within the Documents
folder are encrypted, while the original files were deleted (see allocation status), as can be
seen in Fig. 7. Since we have only selected to remove (not wipe) the files, in this case, as
long as no other data is stored in the unallocated byte offsets, it would be possible to restore
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the original files with Autopsy without having to carve the ransomware decryption key out
of memory or analyse the network capture, etc. So we see that several different scenarios
can easily be created with ForTrace depending on the specified configuration.

[[tistng -
img_guest-1715440541.raw/vol_vol3/Users/hystck/Documents 18 Results

Table Thumbnal
Save Table as CSV
Name S C O ModfiedTime Change Time Access Time. Created Time Size Fiags(Dr)  Flags(Meta) K]
). WindowsPowerShell ). 5 S5 ME 4 All Alloc
¥ desktop.ini
desktop.ni.enc 4-05-12 00:20:4
¥ ForTrace TestText.txt
ForTrace TestText.tet.enc 4-05-12 00:20:4

keyValidation. txt.enc 4-05-12 00:20:4

lorem_ipsum. txt.enc 4-05-12 00:20:4

e
G
;
e
¥ lorem_jpsum. et 614 03:10:34 ME
€
X nasenspray. txt E

nasenspray. bet.enc 2024-05-12 00:20:43 ME
¥ testpdf 15 M
test.pdf.enc 2024-05-1200:20:43MESZ ~ 2024-05-12 00:20:43MESZ ~ 2024-05-12

¥ test.pdf:Zone.Identifier 14:23:15 ME

1
1
1
1
1
1
1200:20:43 MESZ  2024-05-12 00:20:43 MESZ 3152 Allocated  Allocated
1

M 1 4 M Unallocated

Hex Text Fie Metadata
Page: 1 of 1 Page GotoPage: |1

Launch in HiD

0000000: 27 7F 0 D7 C7 03 AB 12 S0 B5 B3 Al B4 7
00010: 85 1€ 11 77 SE 40 55 €C 71 08 SA 32 CS
C 25 24 85 1C AF 42 73 84 €2 €D 23 4E

El s OF 01 DF 52
7 D2 D4 38 DS
03 8 €0 7=
43 €3 8C €F €E 70 AL FD
10 C4 7 85 B2 E4 BC 7D
3 EC 1D €4 €1 4B 37 €3
12 70 AA 52 B7 E€ C8 Ad
€€ 22 €3 AD FD 26 3A FS

Fig. 7: Documents folder that is encrypted due to the ransomware

Many other relevant traces can be recovered with Autopsy, such as the PowerShell’s
logfile (../Roaming/Microsoft/Windows/PowerShell/PSReadLine/ConsoleHost_History.txt),
the generated e-mails (an excerpt of the recovered INBOX file can be seen in Fig. 8),
the configured SMB share (e.g., as Shell Bags), the web download of the ransomware
scanme.exe, the Windows registry autostart entry created for Decryptor.exe (as shown in
List. 4) that demands the ransom and gives the opportunity to decrypt files after rebooting
the system.

user_run v.20140115
(NTUSER.DAT) [Autostart] Get autostart key contents from NTUSER.DAT hive

Software\Microsoft\Windows\CurrentVersion\Run

LastWrite Time Sat May 11 22:20:41 2024 (UTC)
Decryptor.exe: C:\Users\hystck\Desktop\Decryptor.exe --C:\users\hystck\Documents
[...]

Listing 4: Run registry key contents of the user’s NTUSER.DAT hive

Memory Dump: As shown in Fig. 9, we search for running processes using Volatility 3
and its windows.pslist plugin and actually find the running ransomware scanme.exe with
the PID 4976, as ForTrace dumps the memory during the execution of the ransomware.
It can also be seen that the process’s parent process is the powershell.exe process with
PID 4636. The memory dump scan reveals the entire sequence of processes that led to
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® @ INBOX
From MAILER-DAEMON Sun May 12 00:02:14 2024
Content-Type: multipart/mixed; boundary="===============0296097543230650768=="

MIME-Version: 1.0

From: <bob_fortrace@web.de>

To: <alice_fortrace@web.de.de>
Subject: Welcome to our company

===0296097543230650768==
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Dear Alice,
we welcome you to our company.We wish you a good start to your fist week.

Best regards, ForTrace.
——===============0296097543230650768==——

From MAILER-DAEMON Sun May 12 00:12:14 2024
Content-Type: multipart/mixed; boundary=
MIME-Version: 1.0

From: <mallory_fortrace@web.de>

To: <alice_fortrace@web.de.de>

Subject: Instructions for new employees

=0936777291311604120=="

===0936777291311604120==
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Dear Sir or Madam,

please download and run our in-house security scanner. You can find it at http:\\192.168.103.8\scanme.exe.

Best regards

=0936777291311604120==——

Fig. 8: Excerpt from the Thunderbird INBOX file containing the specified e-mails

the execution of the ransomware. This encompasses not only operating system processes
but also processes linked to the framework. The complete process list from the process
scan is: winlogon.exe > userinit.exe > explorer.exe > cmd.exe > python.exe >
powershell.exe > scanme.exe by comparing the process ID (PID) and its parent process

ID (PPID).

.000000

.000000

Fig. 9: Volatility’s windows.pslist plugin to scan process list

We can then create a memory dump using Volatility’s windows.memmap plugin (cf. with
List. 5 to not only dump the executable (such as the windows.dumpfiles plugin would do)
but also all the process’s contents of virtual address space present in memory. With strings
applied to the dumped memory process, the actual ransomware decryption key can be found
multiple times.

Of course, there are also other methods for analysing the individual scenarios. This is just to
give an impression of how ForTrace reflects relevant artefacts depending on how the data
synthesis scenario is configured. In the YAML configuration file, for example, we can also
specify that we use the ransomware with a hardcoded key or, if desired, define an arbitrary
string that serves as the ransomware key. Depending on this, it would either be possible to
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$ $./vol.py -f Ransomware-dump.DMP -o . windows.memmap --dump --pid 4976
$ strings -n 32 pid.4976.dmp

[...]

For7r@ceR@n5omW@reP@55wordFound!

[...]

Listing 5: Volatility’s windows.memmap plugin to dump the memory of the malicious process

extract the key using a reverse engineering tool such as Ghidra (if it is hardcoded in the
binary; cf. Fig. 10) or not (if the key was explicitly specified by the user in the YAML file).

O F Fr & - x| e -249 tems =[x
Function | Varisble | nstructionData | open data | Aray | Location & [strng value [string Re... Data Type
G0a03c5F Vou have been hackedii ouha.. uncode &
4] Address | Bges | Mnemonic| Operands. |__Field Name EOL Comment__|_XRef Header | e e P
oodo3cal wnone® unicode
o0do3ced —CREATING PERSISTANCE w—nCR.. unicods
o0ao3d1d "Desktop. uDesk... unicode
003031 decryptor.exe wdscryp. unicode
00d03dad DONE: WDONEL..  unicode
ao0d03dst -0 (0} Un-AnP.. unicods
0040367 00 db oh Extra byte  OGOL if string con... 4 || 00do3de3 debug udebug”  unicode
Qot3ers 31 uh 3 Next string ooao3der
0040369 25 00 6s 00 63 unicods u'Enc. Error - FileEnc... [5a8) a| | cososdst 1C choice /CJ IN /D) T3 & Del
Sasonn 2| | 00403des SOFTWAREMicrosoftWindows\Currentver.
=l | oos03ea1 makePersistinRegstry
aoto3r29 o1 dh m Extra byte  0x0L if string con. |
Goioatzs 11 & o Next string .. = A | coaozaca E: (0} Message: (1)
AN 17 W 69 W0 /0 Unicode  Uviperil 15ce1 gettlestacurcive
e a0ao3sbs
& 00 60 0 65 Q0d03eca Enc. CyptostreamEror
aoio3ts 0o o o Extra byte  0G0L if string con. a0ao3sts 2
aoto3re 41 @ ! Next string aodo3sts Enc. Error - FlsEncrypt
- 00403¢34 46 00 67 00 72 unicods  uFar7receRarSomNerere...(sec] 00403120 wperie
L. Tr@cs
4000 63 00 65...
0040317 00 ab Extra byte 0401 if string con. uanstes L.
o0icatra 0 - o0d0a216 WraptionExceptionThrows
o -/ | c0a0szez Corbuatar
o0d0az6e macoras.di
Lt strean_souro 004060as VS VERSIONINFO WVSAE.. unicode
o O ot dmB s a0408102 VarFieinfo uartle.. unicode
&d 00406122 Translation u'Transl... unicode
e .. 3 00406146 StringFilelnfo. u'StringF... _unicode
PEPT e ‘mm B =

Fig. 10: Recovery of hardcoded ransomware key in binary file using Ghidra

7 Conclusion and Future Work

In this paper, we showed the capabilities of the ForTrace data synthesis framework in
two scenarios. Scenario 1 introduced the basic functionality of ForTrace, a simple YAML
configuration file, and the framework’s Python interface. In the second scenario, we
demonstrated that ForTrace is also capable of simulating more complex scenarios involving
multiple participants and the provision of accompanying infrastructure, such as a ransomware
setup and e-mail or file sharing servers. In the event that the YAML-based configuration is
not desired (e.g., if the YAML configuration is not yet supported), all functions of ForTrace
can also be used with Python scripts, as ForTrace provides its open source code APIL.
In Sect. 6, the generated data sets were examined and the findings were evaluated using
common forensic software such as Autopsy and Volatility. The suspected traces, depending
on the selected scenario, were found.

As future work, further ForTrace functions must be validated, as this paper could not
cover all functions provided due to a limited number of pages. This includes in particular
the functions offered to generate more random data and a more detailed evaluation of the
ForTrace reporting component. Further evaluation tasks include a more detailed look at
the ForTrace GUI and the use of the ForTrace code API to script arbitrary forensic cases
independent of the Generator’s functionality.
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